VPP: The Fast Dataplane




FD.io: The Universal Dataplane -:.Zéio

* Project at Linux Foundation * Fd.io Scope:
* Multi-party e Network 10 - NIC/vNIC <-> cores/threads
« Multi-project * Packet Processing — Classify/Transform/Prioritize/

Forward/Terminate
« Software Dataplane

* High throughput
* Low Latency

* Dataplane Management Agents - ControlPlane

 Feature Rich Bare Metal/VM/Container
* Resource Efficient
« Bare Metal/VM/Container ( Dataplane Management Agent )
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Multiparty: Broad Contribution
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Code Activity

2016-02-11 to OVS
2017-05-14
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Vector Packet Processor - VPP -:,:éio

>

Bare Metal/VM/Container

( Dataplane Management Agent )

fd.io Foundation

 High performance
* Linux User space

» Packet Processing Platform:

PPPPP

« Shipping at volume in server & embedded

products since 2004.
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VPP Architecture: Plugins

Vector of n packets
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Packet Processing
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Plugins are:
First class citizens
That can:
Add graph nodes
Add API

Rearrange the graph

__ Can be built independently

of VPP source tree



VPP: How does it work?

vhost-user-
input

ip4-lookup

ip4-load-
balance

\

ip4-lookup-
mulitcast
p4-rewrite- ip4-
transit midchain
interface-
output

Packet processing is decomposed into a
directed graph node ...

* approx. 173 nodes in default deployment

©

\_

Packet 0
Packet 1
Packet 2
Packet 3
Packet 4
Packet 5
Packet 6
Packet 7
Packet 8
Packet 9

Packet 10

/

.

... packets moved through
graph nodes in vector ...

... graph nodes are optimized
to fit inside the instruction cache ...

Microprocessor

(O Instruction Cache

O Data Cache

... packets are pre-fetched,
into the data cache ...




VPP: How does it work? ©

" while packets in vector )

... instruction cache is warm with the instructions
from a single graph node ...

Microprocessor

O ethernet-input

e I

Packet 2

/

... data cache is warm with a small number of
packets ..

O/

" while 4 or more packets )

N

P

while any packets )

.

... packets are processed in groups of four,
any remaining packets are processed on by one ...




VPP: How does it work?
" while packets in vector ) -

O Get pointer tovector

" while 4 or more packets )

- PREFETCH#land#2

Microprocessor

4 N

/

g
" while any packets )
- U

... prefetch packets #1 and #2 ...




VPP: How does it work?

" while packets in vector ) -

O

Microprocessor

4 N

Packet 1
Packet 2

Packet 3

Packet 4

O/

" while 4 or more packets )

/

- PREFETCH#3and#4

N
" while any packets )

.

... process packet #3 and #4 ...

... update counters, enqueue packets to the next

node ... //




VPP Universal Fast Dataplane: Performance at Scale [1/2]
Per CPU core throughput with linear multi-thread(-core) scaling

IPv4 Routing

IPv6 Routing

: - : . - . Topology:
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VPP Universal Fast Dataplane: Performance at Scale [2/2]
Per CPU core throughput with linear multi-thread(-core) scaling

L2 Switching

L2 Switching with VXLAN Tunneling
Topology:
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VPP Performance at Scale

IPv6, 24 of 72 cores
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IPv4+ 2k Whitelist, 36 of 72 cores

480Gbps zero frame loss

1M 64B
routes M
routes

IMIX => 342 Gbps,1518B => 462 Gbps

routes routes

Phy-VS-Phy

Zero-packet-loss Throughput
 for 12 port 40GE

Hardware:

Cisco UCS C460 M4
Intel® C610 series chipset

4 x Intel® Xeon® Processor E7-8890 v3
(18 cores, 2.5GHz, 45MB Cache)

2133 MHz, 512 GB Total

9 x 2p40GE Intel XL710
18 x 40GE = 720GE !!

Latency
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64B => 238 Mpps

18 x 7.7trillion packets soak test

Average latency: <23 usec

Min Latency: 7...10 usec

Max Latency: 3.5 ms

Headroom

Average vector size ~24-27

Max vector size 255

Headroom for much more throughput/
features

THRN

NIC/PCI bus is the limit not vpp




16-06
Release- VPP

FD.io is evolving rapidly!

16-09

Release:

VPP, Honeycomb,
NSH_SFC, ONE

17-01

Release:

VPP, Honeycomb,
NSH_SFC, ONE

17-04

Release:

VPP, Honeycomb,
NSH_SFC, ONE...

| >

)

( 17-01 New Features

Hierarchical FIB
Performance Improvements

DPDK input and output nodes

L2 Path
IPv4 lookup node
IPSEC Performance

SW and HW Crypto Support

HQoS support

Simple Port Analyzer (SPAN)

BFD, ACL, IPFIX, SNAT

L2 GRE over IPSec tunnels

LLDP

LISP Enhancements
Source/Dest control plane
L2 over LISP and GRE
Map-Register/Map-Notify
RLOC-probing

Flow Per Packet

17-04 New Features

VPP Userspace Host Stack

TCP stack

DHCPv4 & DHCPv6 relay/proxy

ND Proxy

SNAT

CGN: port allocation & address pool
CPE: External interface

NAT64, LW46

Segment Routing

SRv6 Network Programming

SR Traffic Engineering

SR LocalSIDs

Framework to expand LocalSIDs w/ pl
iOAM

UDP Pinger

IOAM as type 2 metadata in NSH
Anycast active server selection
IPFIX Improvements (IPv6)




Universal Dataplane: Features




New in 17.04

Collect IPv6 information
Per flow state

fd.io Foundation



Continuous Quality, Performance, Usability

Built into the development process — patch by patch

E\—\

"

Merge-by-merge packaging feeds

v Downstream consumer Cl pipelines

< 19
*> Run on real hardware in fd.io Performance Lab
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VNFs
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Embedded

Universal Dataplane
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CPE Example

Universal Dataplane
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Opportunities to Contribute _:_:éio

* Firewall We invite you to Participate in fd.io

e IDS * Get the Code, Build the Code, Run the

e Hardware Accelerators Code

* Integration with OpenCache e Try the vpp user demo

* Control plane — support your favorite SDN » |nstall vpp from binary packages (yum/
Protocol Agent apt)

* Spanning Tree » Install Honeycomb from binary packages

* DPI « Read/Watch the Tutorials

* Test tools

 Join the Mailing Lists
e Join the IRC Channels
 Explore the wiki

e Cloud Foundry Integration

* Container Integration

* Packaging
* Join fd.io as a member

* Testing

fd.io Foundation






